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JP 09 - 182158 (JP 1997 - 182158) 

[Preferred Embodiment of the Invention] 

The present invention will be described with reference to the figures. 
FIG. 1 is a block diagram illustrating the configuration of a mobile telephone in 
accordance with the present invention. FIG. 2 is a flow chart showing a 
description of the initialization process in accordance with the present invention. 

The mobile telephone shown in FIG. 1 comprises: wireless communication 
unit 10 for communicating to a base station via an antenna (not shown in the 
figures); ten keys 20 with a call key, a terminate key, dial keys, and so on; display 
40 for displaying information such as the telephone number of the destination or 
the status of the configuration (e.g. forbiddance flag); voice control unit 80 for 
processing voice signals when calling; ROM 50 for storing a call control program; 
RAM 60 for storing information showing validity / invalidity of ten key operation, 
with backup memory; EPROM 70 for storing an ID number which is an 
identification code of the user, and forced lock information for indicating whether 
the mobile telephone is available or not; external interface (I/F) 90 for 
communicating various information such as telephone number or service 
information to a computing apparatus (e.g. personal computer); CPU 30 for 
controlling calling operation by executing the call control program stored in ROM 
50. 

Now, the operation of the present invention will be described with 
reference to FIGs. 1 and 2. First, registration for preventing unauthorized use of 
the mobile telephone when the mobile telephone is lost or stolen will be described. 
When an owner finds that his/her mobile telephone has been lost or stolen, the 
owner communicates with a base station by using another telephone and registers 
forced lock information in a predetermined manner. The base station stores 
information indicating "forced lock is ON" in a forced lock memory (not shown in 
the figures) correspondingly with the ID number of the user. Then the base 
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station monitors the forced lock memory. 

Next, the initialization process, which is an operation performed when a 
user intends to communicate by using the mobile telephone, will be described. 
When the call switch (not shown in the figures) of ten keys 40 is operated, CPU 30 
detects this operation and searches EPROM 70 (step SI). Then CPU 30 
identifies the forced lock information (step S2). If the forced lock information is 
"ON" which indicates that the mobile telephone is available, the process goes to 
step S9. 

If the forced lock information is "OFF' which indicates that the mobile 
telephone is unavailable, it is determined whether the mobile telephone is in a 
service area (step S3). If the mobile telephone is not in a service area, the 
monitoring of the mobile telephone is maintained until the mobile telephone enters 
a service area. If the mobile telephone is in a service area, the process goes to 
location registration process (step S4). 

CPU 30 identifies the ID number by searching EPROM 70 and transmits 
the ID number along with a channel request signal to the base station via wireless 
communication unit 10, and the base station receives this information (step S21). 
The base station determines the ID number from the received information (step 
S22). The base station then searches the forced lock memory based on the 
identified ID number (step S23), and identifies the forced lock information which 
is stored correspondingly with the ID number (step S24). 

If the forced lock information is "ON" which indicates that the mobile 
telephone is unavailable, lock "ON" data is set in a predetermined position within 
the notification data which is transmitted back to the mobile telephone (step S25). 
Similarly, if the forced lock information is "OFF 5 which indicates that the mobile 
telephone is available, lock "OFF' data is set (step S26). Then, the notification 
data is generated by a well-known manner and transmitted to the mobile telephone 
(step S27). 

When wireless communication unit 10 in the mobile station receives the 
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notification data from the base station (step S5), CPU 30 extracts the forced lock 
information (ON/OFF) from the notification data (step S6) and stores the 
information into EPROM 70 (step S7). In this case, the forced lock information 
is rewritten over the previously stored forced lock information. 

CPU 30 identifies the forced lock information rewritten and stored in 
EPROM 70 (step S8). In the case that the lock is "ON", CPU 30 stores, in a 
corresponding storage area, ten keys invalid flag "ON" for inhibiting ten keys 
operation (step S9). Then CPU 30 stores external 1/F invalid flag "ON" in the 
corresponding storage area (step S10), and displays the information indicating the 
forced lock information is "ON" in display 40. 

When the forced lock information is determined to be "OFF', CPU 30 
stores ten keys invalid flag "OFF' for allowing ten keys operation by the user in 
the corresponding area in RAM 60 (step SI 2). Further, CPU 30 stores external 
1/F invalid flag "OFF' in corresponding storage area (step SI 3), and displays the 
information indicating the forced lock information is "OFF' in display 40. 

When the call key is operated in a case that the owner of the mobile 
telephone has registered the forced lock information to the base station and that 
the forced lock information has been transmitted to and stored in EPROM of the 
mobile telephone, steps SI, S2, S9 - SI 1 are executed sequentially. 

As described above, because the abuse inhibition registration (forced lock 
registration) is performed by the owner of a mobile telephone by using another 
telephone in the case that the mobile telephone is lost or stolen, unauthorized use 
of the mobile telephone is completely prevented by the following means: When 
a third person is in unauthorized possession of the mobile telephone, and operates 
a call key for communication, a location registration request is transmitted to a 
base station. Then, the base station determines that the telephone is unavailable 
from the abuse inhibition information (forced lock information) and sets the forced 
lock to "ON" in notification information. This information is transmitted to the 
mobile station, and the mobile station determines that the forced lock is "ON". 
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The information that the forced lock is "ON" is stored in EPROM, and a ten keys 
invalid flag is stored in RAM, thereby causing any ten keys operation to be 
invalid. Therefore, unauthorized use of the mobile telephone for communication 
is completely prevented. 

Thus, once the initialization process is performed after the abuse inhibition 
registration (forced lock registration), the forced lock is performed when an 
unauthorized user operates the call key because the abuse inhibition information is 
transmitted from the base station and stored in EPROM of the mobile station 
itself. 

Therefore, the owner has only to register the abuse inhibition information 
with the base station to completely prevent his/her lost or stolen mobile station 
from unauthorized use, independently of the presence of the mobile station (in or 
out of the service area), operation mode of the mobile telephone, or battery of the 
mobile telephone. Therefore, the owner is never charged fees for unauthorized 
use of the mobile telephone for communication. 
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